promulgating a final rule.?¢ If the costs of compliance are too high: if compliance will
preclude the introduction of new services: if the proposed standard cannot adequately protect
privacy; then the Commission is authorized under Section 107(b) to reject the proffered
capabilities. The result is that industry would not have to meet the capability requirement in
order to have "safe harbor." By contrast, under Section 109, if the Commission finds that
compliance is not reasonably achievable, carriers will be deemed in compliance unless the
Attorney General agrees to pay the incremental costs necessary to make compliance
achievable.

The Carrier Associations urge the Commission to conduct a thorough inquiry into the
costs and impacts of CALEA compliance before finalizing its rule. Manufacturers will not
want to develop hardware and software for CALEA compliance only to find that the cost is
too huch they cannot make it available at a reasonable charge, and carriers are seeking relief
at the Commission. Accordingly, the Commission shouid begin a reasonably achievable
inquiry as part of this rulemaking; otherwise, it certainly will be faced with reasonable
achievability petitions later, the determination of which will only further delay CALEA
implementation and increase costs to all concerned. ‘

V. CONCLUSION

The Carrier Associations urge the Commission to decide the legal issues associated
with capability as soon as practicable after notice and comment. The Commission shouid
remand to TR45.2 any revisions in the standard that are necessary as a result of this
rulemaking so that voluntary compliance can be achieved in the most cost-effective manner.

CALEA compliance should be suspended during this rulemaking and an industry-wide

36 Section 107(b) requires the Commission's final rule to (1) meet the assistance capability
requirements of section 103 by cost-effective methods: (2) protect the privacy and security of
communications not authorized to be intercepted: (3) minimize the cost of such compliance on
residential ratepayers: and (4) serve the policy of the United States to encourage the provision of new
technologies and services to the public. 47 U.S.C. § 1006(b)(1)-(4).
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extension should be granted immediately. Finally, the Commission should commence an

inquiry into whether compliance for pre-standard installed or deployed hardware and software

will be reasonably achievable.

Dated: Apnl 9, 1998

[24647-0007/DA980990.021}

Respectfully submitted.

By D it oo s
Albert Gidari

Perkins Coie LLP

1201 Third Avenue

40th Floor

Seattle, Washington 98101

(206) 583-8688

Counsel for: .

CELLULAR TELECOMMUNICATIONS
INDUSTRY ASSOCIATION

PERSONAL COMMUNICATIONS
INDUSTRY ASSOCIATION

UNITED STATES TELEPHONE ASSOCIATION

-17- 4998



CERTIFICATE OF SERVICE

1, Martin P. Willard, hereby certify that on this Sth day of April. 1998, a copy of the

forgoing Response to Petition for Rulemaking was delivered by hand to the following:

oA 2

The Honorable William E. Kennard, Chairman
Federal Communications Commission

1919 M Street, N.W. - Room 814
Washington, D.C. 20554

The Honorable Harold Furchtgott-Roth, Commissioner

Federal Communications Commission
1919 M Street, N.W. - Room 802
Washington, D.C. 20554

The Honorable Susan Ness, Commissioner
Federal Communications Commission
1919 M Street, N.W. - Room 832
Washington, D.C. 20554

The Honorable Michael Powell, Commuissioner
Federal Communications Commission

1919 M Street, N.W. - Room 844
Washington, D.C. 20554

The Honorable Gloria Tristani, Commissioner
Federal Communications Commission

1919 M Street, N.W. - Room 826
Washington, D.C. 20554

Christopher J. Wright

General Counsel

Federal Communications Commission
1919 M Street, N'W. - Room 614
Washington, D.C. 20554

Daniel Phythyon, Chief

Wireless Telecommunications Bureau
Federal Communications Commission
2025 M Street, N.W. - Room 5002
Washington, D.C. 20554

[24647-0007/DA980990.021} -18-

4/9/98



David Wye (15 copies)

Technical Advisor

Federal Communications Commission
2025 M Street, N.W. - Room 5002
Washington, D.C. 20554

A. Richard Metzger, Chief

Common Carrier Bureau

Federal Communications Commission
1919 M Street, N.-W. - Room 500B
Washington, D.C. 20554

Geraldine Matise

Chief, Network Services Division
Common Carrier Bureau

2000 M Street, N.W. - Room 235
Washington, D.C. 20554

Kent Nilsson (5 copies)

Deputy Division Chief

Network Services Division
Common Carrier Bureau

2000 M Street, N.W. - Room 235
Washington, D.C. 20554

David Ward

Network Services Division
Common Carrier Bureau

2000 M Street, N.W. - Room 210N
Washington, D.C. 20554

Marty Schwimmer

Network Services Division
Common Carrier Bureau

2000 M Street, N.W. - Room 290B
Washington, D.C. 20554

Lawrence Petak

Office of Engineering and Technology
Federal Communications Commission
2000 M Street, N.W. - Room 230
Washington, D.C. 20554

[246472-0007/DA980990.021]

-19.

4998



Charles Iseman

Policy Division

Office of Engineering and Technology
Federal Communications Commission
2000 M Street, N.W. - Room 230
Washington, D.C. 20554

Jim Burtle

Office of Engineering and Technology
Federal Communications Commission
2000 M Street, N.W. - Room 230
Washington, D.C. 20554

Larry R. Parkinson

General Counsel

Federal Bureau of Investigation
935 Pennsylvania Avenue, N.W.
Washington, D.C. 2053S

Stephen W. Preston

Assistant Attommey General

Douglas N. Letter

Appellate Litigation Counsel

Civil Division, Department of Justice
601 D Street, NNW. - Room 9106
Washington, D.C. 20530

Matthew J. Flanigan

President

Telecommunications Industry Association
2500 Wilson Boulevard, Suite 300
Arlington, VA 22201-3834

H. Michael Warren, Section Chief
CALEA Implementation Section

Federal Bureau of Investigation

14800 Conference Center Drive, Suite 300
Chantilly, VA 22021

[24647-0007/DA920990.021 | -20-

419198



Jerry Berman

James X. Dempsey

Center for Democracy and Technology
1634 Eye Street, N.-W_, Suite 1100
Washington, DC 20006

Stewart A. Baker

Steptoe & Johnson LLP

1330 Connecticut Avenue, N.W.
Washington, DC 20036

International Transcription Service, Inc.

1231 20th Street, N'W.
Washington, DC 20036

[24647-0007/DA980990.021] -

21-

4958






RECEIVED

APR - 9 1998
Before the
FEDERAL COMMUNICATIONS COWISSIOW&mrngA:‘W“
' Washington, D.C. 20554

In the Matter of:

Establishment of Technical Standards
for Telecommunications Carmiers and
a New Compliance Schedule under
the Communications Assistance

for Law Enforcement Act

Docket No.

To:  The Commission

RESPONSE TO PETITION FOR RULEMAKING

CELLULAR TELECOMMUNICATIONS
INDUSTRY ASSOCIATION

PERSONAL COMMUNICATIONS
INDUSTRY ASSOCIATION

UNITED STATES TELEPHONE ASSOCIATION

Albert Gidari

Perkins Coie LLP

1201 Third Avenue

40th Floor

Seattle, Washington 98101
(206) 583-8688



APR-02-38 13:88  Froa:STEPTOE & JOKNSON

4024283302 T=380 P.02 Job=303

RECEIVED
APR 2 - 1938
Before the
FEDERAL COMMUNICATIONS COMMISSION  mosm. COMASCATONS COMMESON
Washington, D.C. 20554 OAFER 0P THE SRCRETANY
In the Matter of ;
Ruismaking Under Section 1006 )
of the Communications Act of )
1934, as amended, and Section 107 )
of the Communications Assistance ) Docket No.
for Law Enforcement Act to Resolve )
Technical 1ssues and Establish )
2 New Compliance Schedule )
To: The Coammission
PETITION FOR RULEMAKING
Stewart A. Baker Grant Seiffert,
Thomas M. Barba .Director of Governunent Relations
James M. Talens Manhew J. Flanigan
L. Benjamin Ederington President
Steptoe & Johnson LLP Telecommunicstions Industry Association
1330 Connecticut Aveaue, N.W. 1201 Pennsylvania Avenue, N.W.

Washington, D.C. 20036
(202) 429-3000

SE/E d 0P " ON

Suite 315

Washington, DC 20004
(202) 383-1483

S6PT £BE 2@ . .
CepT s Ppa s 20¢ PIL  Wd9S:E 866T°2 ‘day



APR-02-38 13:87  From:STEPTOE & JOHNSON 2024233902 COTW0 PDI yoe303

' SUMMARY

Both the Center for Democracy and Technology and the Department of Justice recently
filed petitions pursuant to the Cummunications Assistance for Law Enforcement Act' of 1954
(“CALEA™), challenging the iniustry ~safe harbor siandard (J-STD-025) as deficient.

T1A respectfully requests the Commission to act p:ampﬂy on both petitions and
immediately initiate a rulemaking to resolve these challenges. Manufncmms currently are
devoting enormous engineering resources to build the equipment and software to meset J-STD-
025. The existencs of thess ﬁhadlcngu - seeking, alternatively, dramatic expansion and
contraction of the standard -- hiis created great uncertainty about whether manufactursrs will
have to modify their solutions. To avoid unnecessary waste of time, enginecring resources and
lost opportunity costs, as well s to avoid further delays in implementing CALEA, manufacturers
are in need of immediate guidance from the Commission.

Because, éven on an expedited basis, the Commission’s substantive determination may
not be completed for several months, TIA hereby requests that the Commission:

first, immediatsly anncunce, at the beginning of its rulemaking, that enforcement of
CALEA is suspended until the Commission issues its final determination;

second, establish, also at the beginning of its rulemaking, a reasonable compliance
schedule of at least 24 months for manufacturers and carriers to develop, instal] and test the
software and equipment necessary to implement the Commission’s final decision;

third, establish an expedited schedule far addressing these challenges; and

fourth, should the Coinmission determine that J-STD-02S is deficient, remand any
technical standardization work to TR-45.2.
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TIA welcomes the Comsaission’s resolution of this difficult dispute and hopes thata

prompt solution will be passible.

oifl -
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Before the
FEDERAL COMMUNICATIONS COMMISSION
Washington, D.C. 20554

In the Matter of )

)
Rulemaking Under Section 1006 )
of the Commuunications Act of )
1934, as amended, and Section 107 )
of the Communications Assistance ) Dacket No.
for Law Euaforcement Act to Resolve )
Technical 1ssues and Establish )
a New Compliznce Schedule )

To: The Commission

PETITION FOR RULEMAKING

Ia the {ast several days both the Center for Democracy and Technalogy (“CDT™) and the
- U.S. Department of Justice have filed petitions pursuanz 10 the Communications Assistance for

Law Enforcement Act of 1994 (“CALEA™),! asking the Commission to declare deficient the
industry “safe harbor™ standard (3-STD-025)? jointly promuigated by petitionsz, the

‘ Communications Assistancs for Law Ehfomment Act, Pub. L. 103414, 108 Star. 4279 (1994),
cadified st 47 USC § 1001 gt s¢8,

2 The Telecamumunications industry Association (“TIA™) has provided complementary copies of J»
STD-02S$ to the Commission stafY for their uss in this and reisted proceedings. TIA requests that the Commissioa,
as l¢ has done in the past, see, 0.8, 47 CF.R. § L.1307(b)4) and 47 C.F.R. § 68317, respect the intellectusl property
rights of T1A and the Alliancs for Telecommunications Indusery Solutions in this copyrighted decument and follow
the guidanae of Offies of Managament and Budgst Circular A-119, Federal Participation in the Development and
Use of Voluntary Conssnsua Siandards and in Conformily Assessmens Activitias, 63 Fed, Reg. 854S, { 6j (Feb. 19,
1998)(specifying that an sgency “should reference voluntary consensus standasds, along with sousces of availability,
in appropriate publications, reguiatory orders, and related intemal documents. . . . 1£a voluntary standard is used

and published in sn agency document. [the Commission] muse observe and protect the rights of the copyright holder
and any simiiar obligations.”).
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Telecommunications Industry Assoctation (“TIA™),* and Commuttee T-1, which is sponsored by
the Alliance for Telecommunications Industry Solutions.

Pursuant to section 107(b)(S) of CALEA and section 1.401 of the Commission’s Rules,
47 C.F.R. § 1.401. T1A hereby respectfully requests the Commission to commence the requested
rulemaking to resolve long-standing disputes as to whether the industry standard is
underinclusive (as argued by law enforcement) or overinciusive (as urged by privecy
advocates).* TIA also urges the Commission to announce, pursuant to the explicit authority
granted to it under CALEA section 107(b)(5), that mﬁnufa:tu:m should suspend development of
capabilities 1o meet J-STD-025 during the pendency of this rulemaking and 10 establish a

reasonable compliance schedule of at least 24 months from the Commission's final

determination.

L Introduction

On March 26, 1998, the Center for Democracy and Technology filed a petition, pursuant
to sactions 107(b) and 109(b) of CALEA. asking that the Commission initiate a rulemaking to
review the indusuy “safe harbor™ standacd, J-STD-02S. The CDT contends that two provisions

3 TIA is & nadianal, full-service trude sssocistion of over 900 smaii and isrges companies that pravide
communications and information technology products. materials, systatns, disributions services and profassional
services in the United States and around the werid. TIA Is sccredited by che American Nationai Standards lnstitute
("ANSI") to issue standards for the indusay.

¢ Section 1.403 of the Commission's Rules, 47 C.F.R. § 1.403, provides fornotiez and opporunity

for comment in response o petitions for rulemaking filed under Sestion | .401. See also Sections 1.40S and {.407,
47 CF.R. §§ 1.405 and 1.407. In visw of the urgent need for the Commission to resolve these uniquely tme-
sensitive and inrpoctant iasues and to exblish & new compliance schedule under section 107(bXS) of CALEA, TIA
requests that the Commission proceed directly to issusnce of 3 Notice of Propased Rulemaking in response 1o this
Petition for Rulemaking., Authority for such action is contained ia Section 13 of the Rules. 47C.F.R § 1.3, and
Section 4(j) of the Communications Act of 1934, as ameaded, 47 U.S.C. § 154

S P
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of 3-STD-025 regarding “location™ and “packet dsta” exceed the scope of CALEA and,
therefore, render the standard deficient. The CDT also wrges the Commission to “rzject any
request by the FBI or other agencies to further expand the surveillance capabilities of the
Nation's telecommunications systams” and to “find compliance with the assistance capability
requitements not reasonably achievable for equipment, facilities and services installed or
deployed after January i, 1995, and indefinitely delay implementation of the statute, while
industry develops & narrowly focused standard.”

| On March 27, 1998, the Department of Justice and the Federal Bureau of Investigaton
(“FBI™ filed a similar petition, contending that J-STD-028§ is deficient because it fails to include
nine additional surveillance fearures (¢olloquially known us the “punchlist™) that industry and the
privacy conununity had determined exceed the scope of CALEA. The Commission should act
on both petitions and immediately initiate a rulemaking to resolve these challenges and avoid
further delay of implementation of CALEA.

The industry standard represents a good-faith effort by industry to balance socicty’s
competing interests in preserving individual privacy, technological innovation and public safety.
‘Nevertheless, the ongoing dispute over whether S~STD-02S is consistent with CALEA's
requirements has delayed implementation of the Act by more than two years. Accordingly, TIA
welcomes the Commission’s resolution of this prolonged dispute.
- It is important that the Commission act promptly on the peading petitions, especially in

providing manufacturers with immadiate guidance reparding their compliance obligations, As
the Commission is aware, manufiacturers are devoting cnormous engineering rssources to build

the equipment and software to meet J-STD-025. Software engineers at several manufacturers are
<3
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literally ready to enter the code for the software programs necessary to implement parts of J-
STD-025. The existence of these challenges to J-STD-025 -- seeking, altematively, dramatic
expansion and contraction of the standard —~ has created great uncertainty about whether
manufacturers will have to modify their solutions. To avoid unnecessary waste of time,
engineering resources and lost opportunity costs, as well as to avoid further delays in meeting the
Congressional intent expressed when CALEA was passed. manufacturers arc in eed of
immediate guidance from the Commission. |

Because, even on an expedited basis, the Commissicn’s substantive determination may
not be completed for several months (or even by the October 25, 1998 compliance date), TIA
requests that the Commission immediately announce, at the beginning of its sulemaking: 1) that
enforcement of CALEA is suspended during the pendency of the rulemaking (as CDT has
suggested) and 2) that manufacturers and carriers will have a reasonable compliance schedule of
at least 24 months to develop, install and test the software and equipment necessary 1o impiement
the Commission’s final decisian. Otherwise. manufacturers will continue to have to devote
scarce engineering resources to a soiution that the Commission may subsequently madify.

In addition, T1A recommends that the Cammission adop, as the FBI has requested, an
expedited rulemaking on the substance of the two petitions. Although these petitions concern
complicated technical and legal issues, TI1A is hopeful that 2 comment schedule similar to that in
the Commission's recent Notice of Propossd Rulemaking (30-day comment period and 30-day
reply period) will be sufficient.

Finally, as a further means of expediting this process, TIA suggests that — if the
Commission does determine that J-STD-025 is deficient ~ the Comsmission identify the specific

-4
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capabilities it belicves are required by CALEA and consider remanding any detailed, technical
standardization work to Subcommittes TR-45.2 (the TIA standards group that initially developed
1.STD-025 in cooperation with Committee T-1). This division of labor would permit the
Commission to focus its rasources on the jegal question of whetber J-STD-025 must be modified
without having to develop the necessary implementing technical specifications. It would also
allow TR-45.2 to ensuse that any modified standard is consistent with existing industry protocols
and capable of actual implementation.

II. The Commission Immediately Should Susperd Enforcement of CALEA During the
Pendency of Its Rulemaking
The Commission immediately should suspend enforcement of CALEA during the
pendency of its rulemaking.’ 1n section 107, Congsess clearly anticipated the problems that
would arise if the FBI did not agree with an industry standard’s implementation of CALEA's
capability requirements. The stame grants the Commission the authority to resolve disputes
over industry standards and to set a compliance schedule for transition to the final standard that

the Commission pfomulgates.‘ Until the current uncertainty surrounding J-STD-025 has been

5 Suspeasion of deveiopment work. howsver, will not effect the on-gaing pricing effort between
manufacturers and the FBL. As the telecommunications induswy has indicated in a recent lerter to the Attomey
Ceneral. manufacturers are committed to continuing that exercise. See letter fom Messrs, Matz Flanigan (President,
TIA) Jay Kitchen (President, Personal Communicstions Indusy Associstion), Roy Neel (President, Unlied States
Telephone Associgtion) and Thomas Wheeler (President, Cellular Telecommuaications industy Association) o the
Honorsble Janet Reno (March 20, 1998) attached as Appendix 1.

6 See footnote S, infra.
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resolved, manufacturers should not be required to devote engineering resources developing and
implementing & standard that may be radically modified in the next few months.’

Because any modification in J-STD-025 could require complex changes in a
manufacturer’s individual CALEA solution, proceeding in the face of the current chailenges to J-
STD-025 would cause manufacturers to wasie valuable engineering resources, sacrificing other
profit-making activity, and expose the companies to the prospect of having to create several .
versions of its CALEA solution.! This clearly would not serve the public interest. Even before
the pending petitions, manufacturers were concemned about the inherent uncertainty in working
1o comply with a standard that the FBI had repeatedly said it would challenge. As a result, many
manufacturers have been cautious about procesding past festfxm specification developmaent into
acrual implementation.

If a schadule for transition to the revised standard is not provided by the Commission and
manufacturers are required to continue to develop CALEA solutions during the pending
rulemaking, the various manufacturers’ CALEA solutions will risk being incompatibie with each

other. System incompatibility is an enormous risk for service praviders, manufacturers and the

1 Indoad, the ARomey Gearrs! suggested as much in her recent testimony before the House

Appropriations Subcomemittes for Commercs, Justice, State and the Judiciary. in hertestimony, the Anormey
Gencrui stated chat, in bar opinion, initistion of this nulsmaking wouid postpone the compliance date by at leass 24
months - for at least six months during the pendency of the Commission’s review and for at (east an additionai I8
months sfter the Commission issues its final decision to allow industry to build and inszall the equipment necessary
1o comply with the Commission’s detormination. See Testimony of the Aromey General before the House

Apgpmprmlons Subcormittee for Commeree, State, Justice. the Judiciary and Relsted Agencies (February 26,
1998).

s Design of the saftware and hardware necessary to implement CALEA capabilities is very labor

" lntenstve. Asthe Commision ia well awars, the relecoramunications industry is going through an enormous growth
that has strained the pool for talented engineers. (n addition, there are several other pressing teehnical issues = such
a3 Year 2000 (“*Y2K™) complianee - that threaten relisbility prabiams in the network if not tesoived in a demely
manner and compete for these scarce resources.

6o
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government. As the Commission is a\a;are. local exchange, cellular and personal
communications service (“PCS™) providers' networks frequently intermix various
manufacturers’ telephone network elements. Thus, standards-based, compatible solutians are
critical to ensure that such devices are fully interoperable.’ Failure o ensure uniform
engineering solutions will increase the risk of system unseliability, customer dissatisfaction and
frustrated wiretap service. Rushing to cobble together disparate engineering solutions to avoid
enforcement actions is sure to injure averyone.

Thus, the Commission should provide manufacturers with immediate guidance so that
they will not have t0 make essentially irrevocable engineering choices until the Commission

resolves whethsr the standard will axpand, contact or remain the same.

[II. The Commission Shouid Establish, at the Beginning of Its Rulemaking, A
Reasonsble Complisnce Schedule of at Lesst 24 Mouths from the Date of the
Commission’s Final Decision for Industry to Bulld sud Depioy the Equipment and

Software Necessary to Implentent that Decision
Under section 107(b) of CALEA, the Commission is required to “provide a reasonabie

time and conditions for compliance with and transition to any new standard.”'® As the

? This fact was recognized by Congress in crafting CALEA o provide that Industry (and not
2ovemment) decids what data is t0 be provided to law enforcement. Thus, the statuts is designed to permit industry,
not law enforcement tc promulgats safe harbor siandards for CALEA capability. The law also clearly provides that
caly such “call identifying information™ that manufscrurers had themseives engineered into their devices must be
provided ¢o law enforcement, and only if that data is reasonably availabls 10 be extracted.

i Sectdon 107(b) sllows “a Government agency or any other person” that believes that an industry
standard is deficient to
“petition the Cammission to establish, by tule, technical requirements or standards thag -
(1) maeee the astiscance capability requirements of section 103 by cost effective methods:
(2) protect the privacy and security of communications not authorized to be intersepted:
(3) minimize tha cost of such compliance oa residential ratepayers:
(4) serve the policy of the United States to encourags the provision of new technologies aod services o0 the
public; and
(Continued ...)
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Commission is aware, software development efforts for digital telephony enhancements require
approximately 24 months of ra:earch and development time for manufacrurers. In addition,
manufacturers (Working with thieir carrier customers) reguire several more months ‘
(spproximately 6-12) to modify’ their equipment facilities and services to accept the asw features
and to test the implementation.'' 1 the present situation, where Law Enforcement has expressed
an inability to provide any sor of test bed or other facility against which manufacturers might

test proposed solutions, the process could easily ke longer.?

(5) provide a reasonable tin.e and conditions for compliance with and transition o any new standurd,
including defining the obligarions of teiecommunications carriers under seetion 103 during sny traasitios
period.”

CALEA, § 107(b); 472 L1.S.C. § 1006(d)

In considering wh:it constitutes “‘a reasonable time” for compliance, the Commission should
examine the other fastors set forth i section 107(b). For exampie, If pressed 1o accelerste their development and
implamentation schadule o less thay rwo yewrs. manufacturers wouid net be able to meet the assistance capability
requirements by the most cost-effeciive methods, as required by Section 107(0X(1).

Similarly, any inceased costs suffered by manufacturers in snempting to satisfy the
Commission's flzal determinarian is: less than two years would inevitably be passed to carriers who (depending on
whether they were reimbursed by the government) would be forced to pass the costs aiong to the ratepayers ~—a

result dirsctly eontrary to the gosl o minimizing the costs of compliance on residential ratepayers set forth in
Section 107(8)(2).

Finally, forcing industry w besome CALEA compiiant in under two years would not serve “the
policy of the United States to encourage the provislon of new technologies and services 10 the publis,” as snormous
amounts of time and engineering m.inpower atherwise smpioyed in the pravision of such desirable technologies o
the public would have to be dedicated to satisfying the Commission's final determination.

See Testimony af Mathew . Flanigan (President, TIA) before the House Judiciary Subcommines
on Crime (October 23, 1997) anached ss Appendix 2. See alto TIA Comments and Reply Comments in the

Commission’s tecout rulamaking, 11 the Matter of Communications Assistance for Law Enforcement Act. CC
Docket No. 97-213, FCC 97-386.

Similarly, in the smpiemantation pian it submined to Congress oa March 3, 1997, tha FBI
acknowiedged that standard industs y practice requires st ieast six mountis of system engineering followed by an
additional 12 months of engineering developmens before new (eatures can even begin to be released w carier-

customers. Communications Assisance for Law Enforcement Act (CALEA) implementaton Plaa, FBL 222 &£ 23
(March 3, 1997). ‘

2 Despie induswry's repested reauests for such information, the FBU still has not identified the third-
party vendor who is 15 build its colisstion “boa” and whea such a collection davice would be availabie for interface

(Continued ...)
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Obviously, because manufacturers have already begun work toward implementing J-
STD-025, depending on the extent to which the Commission leaves J-STD-025 unmodified,
industry would not require the ordinary 30-36 months to develop and instail software and
equipment congistant with the FCC’s final determinarion. However, as the Commission is well
aware from its recent Notce of Proposed Rulsmaking,'3 beeause of regrettable delays in the
industry standards process (because of the on-going disputes over CALEA requirements) and the
publication of the FBI's final capacity notice (well beyond the date Congress had anticipated), a

) two-year extension of the compliance date is already necessary.!* Indeed, even the Department
of Justice has recognized that an extension will be necessary, given manufacturers’ current
anticipated deployment schedules. ' |

Accordingly, the Commission should establish 2 reasonable compliance period of at feast
24 months for industry to develop and install the software and equipment necessary to implement
the Commission’s final decision, irrespective of what that determination might be. This
compliance period is consistent with normal industry practice as well as the Attorney General's

recent testmony before the House Appropriations Subcommittee for Commerce, State, Justice

festing with manufacners’ solutions. TTA would urge the Commission ta use this rulemaking as aa opportunity to
obtain this critical information from the FBL.

1 12 the Manter of Comumunications Assistance for Law Enforcement Act, Notice of Prapased
Rulemaiting, CC Dockst No. 97.213, FCC 97.356 (relessed Oct. 10, 1997).

4 Ses. e.g. the aumerous Conunents and reply Comments filed in the Commission’s recent Notice
of Proposed Rulemaking, including: Comments of the American Civil Liberties Unioa, 2t 6-10; Raply Comments of
the American Civil Liberties Unioa, st $-10; Commaents of the United States Telephooe Association, at 13-14: Reply

Comments of the Personal Communications (ndusiry Association. at 5-7; Reply Comsments of the
Talecomumunications industry Assoeiatinn, at 6.8,

i$

Joint Potition for Expedited Rulemaking, § 114; Communications Assistance for Law
Eaforcement Act (CALEA) implementation Report, az 15 & Appendix B (Jupuary 26, 1998).

.9,
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and the Judiciary, where she estimated that industry would require at least 18 months to build the
equipment and sofrware necessary to conform with the Commission's final decision.'®

TIA therefore respectfully suggests that allowing industry two years to achieve capability
compliance after the promulgation of the new standard is a reasonable schedule. By promptly
announcing that the October 25, 1998 compliance date has been tolled and that industry will be
provided with at least 24 months to comply with any final decision it may reach, the Commission
would permit both itself and industry to focus resources on expeditious resolution of the cutrent
petitions, rather than the hundreds (if not thousands) of separate petitions for extension of the
compliance date (under section 107(c)) which industry is aiready preparing.

Finally, the Commission's extension should addreas the aumerous industries (e.g.,
paging) for which neither capability nor capacity requirements have been established. Both J-
STD-025 and the FBI's recently released Final Capacity Notice only address wireline, ceilular
and PCS providers.!” Indeed, senicr officials of both the Department of Justice and the FBI have
recognized that, because of resource constaints, the FBI has not focused on other industries and
that compliance for such industrics will have to be postponed until after compliance for the

wireline, cellular and PCS industries has been resolved. As a result, the Commission should

e Ses Textimony of the Attamcy General before the House Appropriations Subcamminee for
Commerce, State, Justice, the Judiciary and Related Agencies (February 26, 1998).

17 See Impiementation of Section 104 of the Communications Assistance for Law Enforcement Act,

FBI, 63 Ped. Rog. 12218, 12220 (March 13, 1998) (“this Final Notice of Capacity should be viewed as the first
phass applicable to telscommunications casriers offering scrvices that are of most immediste concern to law
enforcement ~ diat is, those tolecommunications sarriers affering local exchange services and certin commereig!
mobile radio services, specifically cellular service and personal conumnunications service.™), Joint Petition for an
Expedited Rulemaking by the Department of Justica and Fedaral Buresu of Investigation.$ 3 (filed March 27, 1998)
(indicating that J-STD-025 only applies ta wireling, cellular and PCS carriers).

- 10 -
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ensure that the new compljance schedule extends to manufacturers of all telecommunications

equipment, not just those explicitly covered by J-STD-028.

IV. The Commission Should Establish an Expedited Schedule for Addressing the
Complicated Technical and Legsl Issues Raised by These Petitions

All parties involved in this dispute would prefer as expeditious of 2 determination as
possible from the Commission. Accaedingly, TIA agrees with the Department of Justice’s
request that the rulemaking be placed on public notice a3 soon as possible.,

As mentioned above, TIA urges the Commission to announce at the beginning of its
rulemaking that: 1) compliance with CALEA is suspended during the pendency of the proposed
rulemaking, and 2) that industry will be provided at least 24 months from the Commission’s final
determination to design, develop and install the software and equipment necessary to implement
the Commission’s decision. TIA also requests that the Commission announce a comment period
similar to that adopted by the Commission in its previous Notice of Propased Rulemaking -- with
an initial 30 day comment period and a subsequent 30 days for reply comments.

As the Commission is well aw'n:e. these petitions concem complicated technical issues
that are not always easily conveyed in writing. Thus, TIA's members are willing to make their
engincers available to the Commis-ién staff in any additional forum that the Commission might

desire,

V. Shouid the Commission Determine that J-STD-028 is Deficient, It Should Remand
any Technical Standardization Work to TR-45.2

In the event that the Commission determines that J-STD-025 must be modified, TIA

suggests that the Commission remand any tachnical standardization work to the subcommittee
-11-
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that originally created the standard — TR-45.2. Delegation to TR-45.2 would permit the
Commission to focus oa the legal question of whsther cartain features must be added or removed
from J.STD-025 and avoid expending resources creating technical specifications for any such
modifications. Delegation to TR-45.2 would alsa allaw that subcommirttee to ensure that any
modifications are harmonious with existing industry protocols as weil as the new Lawfully
Authorized Electronic Surveillance (*LAES™) protocol, created by J-STD-025 specifically to
implement CALEA. |

On remand, the Commission should provide both: 1) detailed guidance of any
modifications it bas decided must be made in J-STD-025 and 2) a reasonable deadline for the
subcommittee to compiete its work (with an appropriate adju;un-m of the compliance date),
The Commission could also consider assigning a staff member to partcipare in the proccedings.
Depending on the number and technical compiexity of any modifications, TIA would suggest a
one year deadline for the subcommirtee to publish any modifications,'® with industry required to
comply with the modified standard within 24 months.

VI. Conclusion

TIA is proud of the hatd work and good faith efforts made by the members of
subcommittee TR-45.2 and Commiittee T-1 in establishing J-STD-025. The members of these
bodies represent some of the finest system and design engineers in the world. For more than two
years they worked closely with law enforcement 10 develop a standard that achieved

'* A onesyear deadline is consistent with the schedule sdopred for the current Enhanced Surveillance
Services standards project. Thls project, which was initiated in January, is scheduled to go to ballot by January
1999, with a final publication dats in April 1999.

-12-
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Congressional intent and provided a careful balance between society's interest in preserving
individual privecy, technological innovation and law enforcement's ability to execuze coun-

TIA looks forward to the Commission’s resolution of any remaining uncertainties
surrounding this standard. Accordingly, TIA usges the Commission to immediately initiate this
m, and to:

L suspend ifunediately enforcement of CALEA until the promulgation of
the Commission’s final determination of this dispute;

pA establish, 3t the beginning of its rulemaking, a reasonabic compliance
schedule of at least 24 months for industry to develop and install the
saftware and equipment necessary to impiement the Commission’s final

3. esablish an expedited schedule for addreasing the complicated technical
and legal issues raised by these petitions; and

4. should the Commission determine that J-STD-02S is deficient, remand any
technical standardizstion work to TR-45.2.
Raspectfully submitred,

Telecommunieations Industry Aasociation

Stewart A. Baker . Grant Seiffert,
Thomas M. Batbs Direstor of Government Relations
James M. Talene Matthew J. Flanigan
L. Benjamin Ederington President
Steptoe & Johnson LLP 1201 Peansyivania Avenus, N.W.
1330 Connecticut Avenne, N.W. Suite 31§
Washington, D.C. 20036 : Washington, DC 20004
(202) 429-3000 (202) 383-1483
Counsel for 114
April 2, 1997
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